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m u # 

fl^O^fM^-^^S^^SIP (Internet 
Protocol) TKV*, *)5V^±!B^S' M7-^S«H««lfclt*MAC (Media 
Access Control) 7K^»il«^^«^ VW7K^Oft9 

fcioT**eff5rim5. *fe, MAC7K^©40t*ttt, IP7 
h«ttV>5#it^W^i;-CDoS (Denial of Services : 

tfitt, »i**©7 I/- AOf ittttl:ll»t5feftfc> 7W-AC^^ICOV> 
■C^SW#<fcl*.tfI P7 F^*)#7-f^ !) 7^*tfc5»*a5: 
iiao-C«t57^^^5^W)U^fc„ CKDfcfc, 
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7wit, 7 ^^J v^stufcv^-c, fcB-*-*ufcl»Jhl-*£ fcv\, 

fc * co 7 u— A *»5A»OSW8U* J ffllSt t? *> o ^« 

rroi 5ft I PT F^^MACT F^kV^fcT K^©ft5t*t 



:l 

^2 00 3-5 1 8 8 2 1 
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MACT KW^&tfl PT FW-XfDiia^^.^^ MAC7 K PT KV* 

»OWV^*>*7 ^ASrllfL, i(0iav^fe*7 l/-AW5««7 - 

IMB*ftt«fci-aMt56T K^tofttr^tf*^ h 9 «r 
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ARP (Address Resolution Protocol) K*7^ A U WflB«#7 W 

CrKU^ftl PTWfctS Ping (Packet INternet Groper) 7 V 
-AfcaSWU IWB«»7W-AiU-C Ping y^7W-AtS«U ^ 
ping !)^9>f7U-Aoa«56MACr FU**traHi5EI PTKV*#W« 

COi5tW> MO^W^^^at, UE#^ ping 7 1/-A 

W v^feft, *rfcftlBv^=b*7W-Atrto*«ii:*<, «««««« 
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r©J;5^-rJxflv MAC 7 Kv^.SrfeDi-^bfc:? V'-A#*l8*Nfe£ ttr 

^/HdSft-T 5Wh :®7^A oiSHB tgM a C7K^iPl-»MAC7Ki/ 

fft)6lt)MifcW-MAC7 K^Ki*H-6 I K^rolMf 
UJLi-CfcixtfJKftftyaSrtTfe&V^ tot, *5S^tJi«tn«. *«T»T«B*Sr*«ktc 
wfc-?. m-0«S5t5*Sl P7K^^IUiWI^MAC7hV 

ftfia^-^^, MAC7K^t^MAC7K^I^ 
«t5*ft#- fe^tf*^ S y U 7 V- A© W -V 2 TfOtH 
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>T 2 O «f iBmBtlfCffl l^MACTF^r- T'yW^fl^-iitf £ i: d s T # 5 . ^ o 
^-^/WT»!fT5 r. t*s-c#5„ MAC7 Ki/xf ^/HcMtSx-^V^ 

A ©3£« t£M A C7F V**t«##- ^-^>M A C T K 
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T, MAC7 KW^* s ^t)-r*$^/t:7U— AO^JHSrKCc: t*s-e#5. 
%)X*$>Z> WfcU W7^i.©MjcMAC7 FV^M^f^ 

5 M ac7 k^^rv*- httoa&f-^afttar^tts, 

A©mSMAC7 KW^RtJfgfl*- H##©»«:*r3bft»fc UT**U £ 
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01011, A'-f^msftiai* 



WO 2005/036831 



9 



PCT/JP2003/0 12828 



^ L 2/L 3>-f <>f [ul 

12, Mt27 KU^^S*QsS*fPl 3s fFtMACT K^f-^/H 4 =Hft£. 

So 

fr*5, 7 1 0 (D^fg^D ^05*), Wt2 4>»a§i3 1 1 tt, 

w^2^«a$Bi m> W («*.rfn«) m 5©wn-eti 

SftS^V-ASrStflRS. Mt2«S^Htt> MACTK^f-^ 
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0 3fi, 7U-A«I1 0P»f*ll5MAC7 K^f-^H 2 © — 
mi*i>Zo MAC7K^f-//V12|C(i, 7^«iI10Wt»t 
tfeSMACT KW^^jjifl^n-CV^^o ^LT, MAC7K^f-^H2 
^(i, MAC7 h^^lc Wn#JSt5 I P7 Ki/x, ^gSfc^-b, 

Kt27F^Wl^l 3tt> tl«MAC7KV'^f-^H 4 £: 

Kt27FV^fl«SHI, Wt27Kl/^»®13!4, Wt2« 

fF^MA CT K^f^/Vl 4 ft, Wt27 KW^BJ&SfflS 1 3 «fc 6 

^/H 4»4 % /^t*tfcMAC7K^t?©mi^<'fcfcl-M^^, 
fff MAC7 KW^f-7*/H 4©-^J^t. *f-7*;H4lt 7 

C7K^«t57^-/WFi:^o e Ic&vv-C, MAC7FW 

©^/fc^**"*"*^ MAC7 F^®7^-/VK(^^fcMAC7 

So 
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CT Kv^^MJtS-TS^- bSrtMTrs. MAC7K^r-y;Wci4, MAC 

2X4 v^tt. MA CT h>^f-^b^MAC7 KV*£*tJ&i"5*B$fc 
h7)S^^-T?#fc:(j^f7nMACT Kl/^^P1CMAC7 KV^^oxy h 

Mt2^ym MAC7K^f-^^W-^^ 

B4I1 2 ^ifc&aW l 1 <t 5 1 2 4>$IMIr*t7 p - f ^r- 

b W^TOtS^ ft»> if*. S 

f|Lfc7 U-A©MtoMAC7 Fl/^Srttlllt5 (SI 0 1) „ 

ofcUT, Wt2WltIP7K^^It^v4ft(fail r don't 
carej * tt \ W t 2 f Hftlft 1 1 ^ iHb©***#C*<5 

Vn-C, MAC7 Kl/^f-^/H 2*>feafeflr5BMACT KI/^fcWtMAC7 K 

i^SrSt^fb y «r**i"* (si 02) o 
Wt2^iWl ltt, MAC7F^f-7;H 2S:»*Lfc**, * 

»tT3o tLt, Kt2t»iaillli MAC7F^©^MJ« 
StLfc**^ ^7^^lt^-M5^MAC7F^f^vi 

zrto^^Hyoftft^-hfe-ft^^SjWS^fcW^H-* (si 0 3) . 

S10 3^IWT, V N-f tb O ^# % ^ L (S10 
3: Yes) fctt, Wt2»lStllll S104©«ff5. 
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s i o 3<D'wmK.&^x, \^tifr<D&wffitz£tite^m& (s 1 o 3 = n 

ffil ltt, »fll**Lfc7V-Ad»b, »AC7FwWt5 (S10 
4) o 

imitt , IP rK^* Tdontcarej , b!l 0»*ft#fc*»4 

VN " Wt2Wl«ili(t £*Lfe©***#fc*<*V % "^ MAC 

7K^f-7-/H 2^6»*MAC7K^S:»*t5 (SI 0 5) . 

*«»0«*MACT KV**M*»**<fc C*******'*-** 1 ' H y *** 
(SI 0 6) . fiU WftO»ftMAC7K^m^ 

«(H2)IHS 1 03«M»^^ :0»II^V^tMAC7KW 

T-ra. ^Wot, ^tn©7^^«l^JJ:t^t^^ 
-5 o 

^ 7 ^«il0«^WWt27K^«ll^^ 
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7- Ku*^B*&a*Ifc9H"5 7P— hco— #>J-efc5 0 W-T 27 
^Site, wf^2©^JK4fla&frSWte#RfcMACT K^Sr, MAC7K 

HI 5 tC7Fi-#!j~e{±, W -V 2 yfli, fll7U-A^bM7cMAC7K 

*RtfSfll#- * b Lfc^i' h y i^gc-r^m^t-^s MAC7 K^r 

^A«H 0WKt27 Kl^^MSSBl 3W\ MAC7 K^^^~ 
y>l 2 ^fPtMAC7 K^f-^H 4%fflwr, PiT©Wt27F^ 

^ »*0K; Kt27K^iWl3li, fPSMAC 
jfijgje— K^ty(ON)-efc5»Wt5 (S20 1) c 

u 7 u _ A*8fc56e l o otK- h WSLttto**/*? *s-ct 6 J; 5 
»*, »AC7 4S:fflV>T»«^rt6*MACT K^Of*y 

s 2 o i ksbwc, K^ONTfBftV^OFF-e* 
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5) b^mZfo^Wsk (S 2 0 1 : N o) \Z.\i±^ U4 J <?2T H>^^IfeitP 1 
3 ft, S 2 0 6 (D^mZ-W^^o -fl^^b. S 2 0 1 Kl&V^T, iS^ifi^^ 
- K#ONT?&5*#J»r£*b5»-a- (S20 1 :Yes) |U4, Wt27h> 
p^^^^mU 1 3 te, S 2 o 2<D®M\z.Wtt1rZ> 0 

t^VM)^ fftMACT FW^T-'Z/H 4^br#t5 (S 2 0 2) „ 

tt$MACf-^l 4"T?^&a5«J££axfcMAC7 K^ti^^yM)^ 
MAC7 K i/^f-^ l 2 l:Sft**i5 J: 5 let* fc*t*»5. 
?*ft&*l OW*.^ Wt27K^*9«Bi»13)tt, 
O^M-hPa (a = l, 2, 3 • • • ) fc«8K3*bfc !> ^tufc^ «r«tt 

MAC7KW»*»/*»OM* iOi5*y>WO 

(o)" iSK^stb-c^s^d^^wf-rs (S203) 0 ^<Dk%, G%}/m$)7 

„f-^Hfc "^W &mfe£tlX^Z>m& (S 2 0 3 : Ye s) iZ.it, l"f Y 2 
7K^^1^1 3 ^ S 2 0 5©M»fft5. £JxK:*frU 

& (S 2 0 3 :No) fctt, I/^1T27K^««HI#1 3ft, S 2 0 4 

S2 0 4t?ft, Wt27F>««13lt «tl^7U-Ati 

5iM^MAC7K^r-y;H4lilHt5^I^% " 
. /ft2 7K^»I^l 3 ft, WIMAC7 F^7-7;H 4ld:}3tf ^ 
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S 2 0 6 (Dtt&MK&ff-t&o 

— 7J. S 2 0 5tlt Wt27F^lli®l3it 7U-A©M5c 
MA C7 K^i5, S 2 0 2X»M$tlfcxyMJ<DMAC7 K^C7-f-^ 

W + 27Kv^S*B!l»l MACT KU^asR— CfcV*»fr<S 2 0 

5 : No)fctt, :©7^^Dtn©7U-Al?feS^]»rtt, 
fftlfcHTtS. ^tU^tU MACTK^B-CkS^tt, S20 

6 (D^m^mM^w^^o 

«#iMAC7K^f-^12Ul»ftt5. ^ t27KV ^ 

KW^7^^hTMlX7U-A^«75MAC7K^«$^ I P 
7K^07^/VKlC*fU-C "don't care" **Kfc**U »-^ 7 ^ 

roj jtv rxj »j:5^ItW^ t ) *^fcxyhy^MAc 

^MAC7 K^^r KM«^^W-AU^ffi I4^f t 
fc*. »^Pa!^Ut»MAC7K^«MAC7 
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*mmm 1 o ©a*«*aa»=. -fctttf* e> ^w-i^uits 205 *>*u 

*- hfctt, ftCWt2M ^^«t5»«*^MAC7 FV*#. 
^MAC7P>^t^Jft5 0 ^1^1- F#*^*>* 
fc »AC7K^7"^14lt -o©#-H^tt-oOMAC7K 

C T K V* WMA C7F^» **#ff*>*wfc < * o T L* > . 

2 (C I P 7 K * * 7 * K 

(SI 0 2, S105, S 2 0 6) . ^i^i^t3|:#5« 7 V- 

i.«iiio}ui<tt^\ 
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-CfeSo 7V-A«if20ft MAC7K^T-/;H2, »ACTK 
U^^-^VV 14, W -V 2 2 1 (*&W<D\"( -Y 2 * iRMGiSl^gfctiltt 

jfc) , Myf2 2, K + U^^^^S^U 2 3 , ^itt^KNtS'Jffi 24, 

— f 2 5 , -f i^aastfl (#3&ihk> Kt3 2 6, ^ 
-7-41/ 2 7, w/^-f x y ^sp 2 8 

**J % 7^a«I20©»5^ Wt2^»S^21, Wt2 
7F^ffeli23, tK- b 2 5 0«J*r±, ^l©»»*5't57W- 
A«|10OKt2tWU, Wt27KV^fWl3, * 

^ yf2 2ii Kt2 <i>tt«tt 2 1 *A—y ^ 2 e -r** $ n 

*>5*»*, ft«Lfe7W-A©*i(5MAC7 F^^V^«»t«. 
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U'— A+JHafeil 2 ocd^— y-f ^*P2 8 ic4;5, 

1118(4, *;wf^y»^x7^^2 8ia5, /u-^i^HH&a©— -w 

y^^-K^ON^W ((H8tc:*3lt5S 3 0 1) „ 

fc-Sd^d^sy^Sr^T-rs^-K-CfcS. -f-fcfcfc, A—? 1 * :'*''*t*?■~ 
, > ^_ K&^LftVvJi^^y*^- K : OFF)|Ill Siltfc7^A(i 

#K^:cy*«r3fcfT-*-5J«*» (^e-KOON/OFF) ^tSiHK'fSc 

S 3 0 1 M*3V)-t, 7WA©§|f*'- MC*M"*A'— ^-f 
^WONtfe»(S3 0 1 :YesMU4> fi>-74 is V 
2 8 {4, S 3 0 ^ isfto**'*?* 1 *'- K# 

OFFT'fc5i#(S3 0 1 :No)(C}4, ;^7^mfx^^2 8ll 
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^^312 811 ^f|Lfc7U-A^6iHI5cMAC7 KU*s SU^Stg I P 
T Kl^^ttttil-S (S 3 0 2) o 

<J MAC 7 KV^f-^/H 2^<b^mi-S (S 3 0 3) „ 
ju—v-j is 2, 8 f*> S 3 0 3 -C^^Ufcj^^:> MACTh> 

^^^#**^*^*^««(7 7^)lJ:*<5VNr>WWr*-* (S 3 0 4) . ioi 

§> ,vu f<f y^ s y^28tt 4 h y #MAC7 K 

3£u 2 6 mansi-So 
m 9 , ion, ^ >- ^fcsfltfassp 2 7ic«t5, a--^ -r ^^m*s 
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3=.^ ^ i/fn^L^mwrnm 2711, ;wf^ymfxy^^2 8 

^^>HJ®fi-2) (S4 0 1) o Z.<Dk£s «*E^-K^ONtfc5i^(S4 
0 1 : Y e s ) K»4> /V— 7 1 -f ^^*«»«ta«IJ 2 7 S 4 0 2 O^Hld^fT 
i-5o «*E^-K^OFFT'&5i^(S40 1 :No)KJ4, * 

^ >^*j ^3£M;a£&2 7 S4 0 6©toli^tTt5o 

C7b>^f-^/H4A^l#t5' (S 4 0 2) „ 

■T* (S 4 0 3) . K©*#*»-e»ftv^(s 4 0 

3 :No)^{4, ^f-fym*«Wi*2 7tt, :07^A©M^M 
ACT Kl'^tff**^ ^ y &fF3?MACT K^f-^14t»»t« (S 

4 0 4) . :Oi*,ff»MACTK^-^14^ ^ 7V ^^ 

iVfcKJfcl-* t t>fc, SJ**^ h 5 (DM ACT K^«^ Kfctf 
fcSHk&JSBB 2 7 {4, S 4 0 6 <Dtim.K-&'ff-tZ>° 

^MAC7K^«xyh!) W MAC7K^^---C^»W 
f5 (S 4 0 5) . 7^HI^AC7KV^xyhy^M 
A C7F^i^-^^(S 4 0 5 :No)fctt, 

tcM A C T K^^^^MACT F^^5^)- t fc^(S 4 0 5: 
Yes) iCtt, A" — 7 1 -f ^i/*Nfe««*aa» 2 7 tt, S 4 0 6 ©ftkSt^tf i"*. 
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S 4 0 1, 4 0 4, 4 0 5©M|, ;Kf^mit»2 714, § 
ACT Kl/^f-^H 2j&»6>tfe3l-f-£ (S 4 0 6) „ 

7WAoHfS I PT Yu*hm~<D I PT K^l:^y h V tfh-otcfr 
&fr*m%r-fZ> (S 4 0 7) . Rat5xyhPi$i!bofci^(S4 
07 : Ye s)l'«, ;^f^miSW2 7[4, ^^7 1/-^^?) 

S 4 0 7 h y *S^$tU^^ofc#-a-(S 4 0 7 : Y 

^^©MACTFl/^tUfcARP (Address Resolution Protocol) 
7ls-J,Zmm-tZ> (S 4 0 8) „ BP*>, ^V-A^^^ttfc^TcI PT K 
^fc#(St6MAC7K^tl»V^fe*6fc»OARP«*7U-Aft4* 

*M*tcft> 9 (BfjtWWWK: AR P^T ^A^t) , *votf»7 Mz. 
Aot V^5MAC7 (iav^*>*7Bro I PT KV*fc»*i-*MACT F 

^Lfc7U-^^i%MAC7FW^iP-Cfc5WM 

•f-S (S 4 0 9) o 

AC7K^i71/-AO*flr5BMAC7K^i**-*tft^ofc»^ (S4 
0 9 :No) fctt, /V-f^»S»ai2 7ll *«Ufc7V-A«S<C 

s 4 0 8»t, ARP«*7^AOftfc9K ping (Packet INternet 
Groper) 7U-AftMtS J: 5Kttt>^. JlO»#fctt, P^g 7^ 
O^MAC7KM(Ul ^7l/-AOiffi7cMAC7K^«U J- 
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ping7 i,-Afci3Hr*-a*fi-teB:, ^^»«t«»*aa»2 7it, s4 

0 9^*3V^T, ping GO Reply 7 ASrBfJfeJHMrtlcSfrt?** ~ GO ping CO 
Reply 7 u- A ©If tcM A C 7 K l/^ ^ M5c I P 7 K 1/^ i: ^, 
1/-^©MteMAC7 KW^^7cMAC7Kl/^i-|Sct5^^Ji 
-T5 0 Reply 7 V- A ^Bfft»iMrt t^tf ^ofclt, Reply 7U- 

A©M^MAC7 F^&t^fTcI P7 W-AW1I8SMAC7 
K U^StfMTO I P 7 K (S 4 0 9 : No) IU4, *&3 

^ 7Li (S 4 0 9 : Ye s) 1^4, «S4 1 OKlii&^o 

s4.o g^&^x, m^.nm^\^m $^«#7u-A»t><oiwv^^*ifero 

MAC7 KV^^7^-A©MtcMAC7 K^Kl-»t5*^ HP^ 

7i4. l/-A«li7cMAC7 K^iR-©MAC7 P^*^' 

^oIP7F^RW» Tdon't carej tfe^V h V ^ M AC7 H> 

^-:/,H 2 fc#«E-r5*^^Sr J l ! flWri"* (S4 1 0) . 

S4 10WC, ±W^txyM)i5MAC7K^f-^H 2 . 
M#*E-TS (1^1-5^ h^lLo^fc) »^ (S4 10 : Ye s) Kltt, 

(Mr*-*) •>*fc^ ^^m«wi»2 7ft, 

HJ03MACT K^©7^/WF^bT7l/-A^t7uMAC7 KU*«r 
S»U, I PT K^©7^-/VbWt7W-^^«5cI PT K^4I 

*,*ifc«r*i-« (77^«) > «*:tfO) (3411). S4 11 

^J^T-TS t , A—' 7^ >^»*»«k«!a« 2 7 (4, ##k3&»£71-3o 

341 OfcfcV^ AttWfet*^ h WAC7 K^f -^/H 2K#*E 

MAC7KWiW-»MAC7K^*^ MAC7F^r^H 2^x 
yMlOftiSftt* (S412) 0 



WO 2005/036831 



PCT/JP2003/012828 



23 



3 I PT KU^WSft^^^T?*)**^***:*!*^* (S 4 1 3) o ^-T% 
m-<DMACT Kv^lc*N-S I PT K^^^TOMRfc-^-CWW-*-*. I P 

KV^fc*fJES*f I PT Kl/^OSft (MA C T KW^*S|W-T I P T K U 

iit? I PT K^W5iyb^2ottMAC7 KW^-^H 2 »!iaE« 

S4 1 3lc*5WC. &#Ufc^V h 'J I P7F>^©SWt*ltfc 

SWfrfctt* ;V-f^MW»2 7li, MAC7 2 

K^©7^^Ki:7^^f%MAC7K^r^^IP7 Hi'*© 
MACTK^f-^l 2«St5 (S4 14) . ^rUT, MAC7K 
(S4 1 3 : No) Kltt, :oxyh9K#lttt:»lBJ:I PTK 
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MtcM A C 7 K liimt 5 7C I prK^ttlot&SOt, -o<DM 
AC7K^^t(4-o©iVM) (-00 1P7M ©WMAC7K 
^f-^l2KSft$HSJ:5fctixff, lP7K^S:49t*t 
fc (IP7Kl/^'**5) 7 b !J OSi?rl5it4^ i i s t 

m*im\z-rzz.b-c, mac7K^^®t*i p7K^w^» :i: ^^ 

-gffl-TS I PT KU^a^-oT-fcS^-e, I PT Kl^2«S£*Wfc*^fcl** 
M(DIP7h*^l»W<^5. -ki&bfcJ:5^ -J&SHMfeffl * 

ftfca»ofc^h!>WU MAC7F^f-//H 2^ 

M A c T K \,'*?— y * *f? 5 JHft tt, f*!!S*- ^ K:**?* < w * 
B5^ i*llJ(|*-K#ONOP*fi, rF^MACTKU^^-^-erP^I$ 
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»Lfel*jS-CitiMAC7 K V* ft* « tfcoT, 7WA«gfl 

tU5o ^©fcfe, *7 A «E 1 0 &U=7 ^- A f iStt 2 0 Tli, M- 
^_^ OF Fl^t, W-bi»b©MAC7K^^tMAC7 

*Wil^57w-A«f 1 o&l>*2 or* m^BlT©* 3ft**** 

08*.tf, 7l/-A«H0Xit20l^lt|t!l©Wt2^^-7W^^ 
^-F^^SS^^H K«rOFFKlL*rr*Ui*6>*v\ U*» 

Lfctffe, ff«MAC7K^f-7*/H4^V^MAC7Kl/ 

^ot<5MAC7 K^oiXtOi-Sb^w-AtrWCfcJe)^ ^^^ 2 ^ 
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£fc, 7W-A4 , aiI2 0i?» 1 WON^ 
©^WT-fy^tOfxyi'^tTotV^, r©lSlt, &%y$— h 2 5 KUtH 

WjS-f-Sfcfe-Cife*. 7W-A«f2 OiCfifcO W^3©'=MII8Hl*S*a*3*b 

<§.U a«12 om&v^-c* ;v-f y x y ^ F^r o F 
F^bfc*§-3\ I P7Kw^MAC7Kv^©*t)t*t*SSCri:ttt?*ft^. 

^ttfclB^v^^SJte^^bPfcllflK^*-^^*^* 5 - faU MACTF 
V <D i fb HU B**»tB # * < * S (M A c T F v * ^ - -7 >v\z.M& £ * "C v n -5 r £ "C, 

w^2cD^-^^^a^^ ; 5i^ , J^^^ u " cv ^ c ^* ) • 
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MAC7 KV^/I P7 F^©S*fcft5 t* U ^OARP^ 5 ping 

t/IH 5 (c^ Ufc J; 9 t i: t l^mir $ ;h,£ J: 5 I- 

mtf&V\ Z<D£?K-ftltt, MAC7 K^/I P7 K^roSM'SOt* 

TV^ C {1.U I Pi5 I P v 6©i^-Ct)»fIt5-i*< W^'fc 
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